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BMM	  Experimentation	  Phase	  
	  

Operational	  Assessment	  of	  Scenarios	  
	  
	  
CROSS	  SECTORIAL	  EXCHANGE	  OF	  ALERTS	  
	  
USE	  CASE	  1	  
FR	   Customs	   informs	   PT	   on	   MV	   Good	   Nose	   heading	   for	   the	   Mediterranean	   to	   unload	   her	  
cocaine	  cargo.	  MAOC	  N	  suggests	  PT	  to	  use	  BMM	  network	  to	  track,	   identify	  MV	  Good	  Nose	  
(GN)	  and	  to	  help	  law	  enforcement	  authorities	  to	  interdict	  the	  vessel	  once	  enough	  evidence	  is	  
gathered.	  	  
	  
Thanks	   to	   the	  BMM	  Service	   Federation,	   alerts	   generated	  within	  a	   	   specific	   Community	  are	  
associated	   to	   ships	   in	   the	   SBCMP	   and	   shared	   among	   the	   other	   communities	   according	   to	  
established	  privileges	  
	  
The	  PT	  GNR	  notifies	  to	  all	  Users	  connected	  on	  the	  BMM	  Network	  an	  alert	  for	  suspect	  illegal	  
activities	  on	  the	  M/V	  Good	  Nose.	  	  
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The	  Greek	  Coast	  Guard	  provides	  the	  last	  known	  position	  of	  the	  M/V	  GOODNOSE	  obtained	  by	  
the	  LRIT	  reporting	  systems.	  However	  after	  5	  days,	  the	  M/V	  GOODNOSE	  changes	  its	  Basic	  Id	  
data,	  therefore	  the	  PT	  GNR	  notifies	  that	  the	  M/V	  GOOD	  NOSE	  contact	  is	  lost	  and	  determines	  
the	  expected	  time	  to	  reach	  Portuguese	  waters	  in	  about	  3	  days.	  
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The	  FR	  Navy	  provides	  the	  last	  known	  position	  of	  the	  M/V	  GOODNOSE	  obtained	  by	  the	  S-‐AIS	  
reporting	  systems.	  
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After	  3	  days,	  in	  order	  to	  locate	  the	  M/V	  GOODNOSE,	  PT	  GNR	  notifies	  the	  launch	  of	  a	  visual	  
identification	  mission.	  
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Four	   hours	   later	   the	  M/V	  GOODNOSE	   is	   located	   and	   identified	   by	   the	   PT	  Maritime	   Patrol	  
Aircraft	   and	   PT	  GNR	   injects	   the	   updated	  position	   and	   ship	   id	   information	   in	   the	  Maritime	  
Picture	  through	  the	  PT	  Navy	  Primary	  Node.	  
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Thanks	   to	   the	  Visual	   Identification	  obtained,	   the	  PT	  PN	  tracks	   the	  M/V	  GOODNOSE	  on	  the	  
AIS	   picture,	   and	   the	   new	   IMO	   number	   and	   MMSI	   number	   are	   associated	   to	   the	   M/V	  
GOODNOSE.	  	  
When	   the	  M/V	  GOODNOSE	   is	  about	   to	   leave	   the	  PT	   territorial	  waters	  and	  approaches	   the	  
Gibraltar	   strait,	   the	   Ship	   data	   are	   handed	   over	   to	   Spain	   Guardia	   Civil	   and	   Spain	   Armada	  
Primary	  Nodes	  
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USE	  CASE	  2	  
Europol	  informs	  Italian	  Ministry	  of	  Interior	  on	  the	  presence,	  in	  the	  Suez	  Canal,	  of	  a	  Liberian-‐
flagged	  cargo	  ship	  (MV	  Fortress)	  which	  sailed	  from	  a	  port	  in	  the	  Pacific,	  carrying	  a	  cargo	  of	  
goods	  in	  bulk	  and	  heading	  to	  Barcelona.	  	  
	  
Thanks	   to	   the	   direct	   connection	   to	   the	   BMM	   Network	   Italian	   Ministry	   of	   Interior	   gets	  
intelligence	   info,	   publishes	   an	   alert	   on	   MV	   F1	   and	   asks	   reinforced	   monitoring	   including	  
satellite	  monitoring	  to	  military	  and	  civilian	  authorities.	  
	  
Italian	  Ministry	   of	   Interior	   gets	   intelligence	   info	   about	   the	  M/V	   F1	   potentially	   involved	   in	  
illegal	  trafficking,	   left	  from	  Port	  Said	  and	  cruising	  in	  the	  Suez	  channel	  and	  heading	  towards	  
Barcelona	  (Spain).	  An	  alert	  is	  created	  at	  the	  Italian	  National	  Control	  Centre	  managed	  by	  the	  
Ministry	  of	  Interior	  (SIA).	  	  
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Thanks	   to	   the	  direct	  connection	  with	   the	  BMM	  network,	   the	  alert	   is	  notified	   to	   the	  whole	  
BMM	   community	   through	   the	   Italian	   Interministerial	   PN,	   and	   reinforced	   monitoring	  
including	  satellite	  SAR	  acquisitions	  are	  requested	  to	  military	  and	  civilian	  authorities	  
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USE	  CASE	  3	  
Pedro	   y	   Nines	   VIII,	   a	   Spanish	   vessel,	   sends	   an	   EPIRB	   emergency	   message.	   SP	   SASEMAR	  
notifies	  the	  emergency	  to	  the	  whole	  BMM	  community	  and	  coordinate	  SAR	  operations.	  	  
	  
Thanks	   to	   the	   BMM	   service	   federation,	   law	   enforcement	   authorities	   diverts	   their	   assets	   in	  
order	  to	  support	  the	  SAR	  operation.	  
	  
Pedro	   y	   Nines	   VIII	   send	   an	   EPIRB	   emergency	   message	   (unknown	   position).	   SP	   SASEMAR	  
notifies	  the	  emergency	  to	  BMM	  community.	  
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IT	  GdF	  notifies	  that	  a	  patrolling	  aircraft	  diverted	  to	  survey	  Pedro	  Y	  Nines	  VIII	  sea	  area,	  has	  
detected	  the	  M/V	  Pedro	  Y	  Nines	  VIII.	  The	  corresponding	  updated	  position	  is	  injected	  in	  the	  
Maritime	  Picture	  through	  the	  Italian	  Interministerial	  Primary	  Node.	  
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The	  updated	  position	  and	  ship	  information	  on	  Pedro	  Y	  Nines	  VIII	  are	  shown	  in	  the	  Maritime	  
Picture	  on	  the	  Italian	  Interministerial	  Primary	  Node.	  
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The	  Italian	  Coast	  Guards	  report	  the	  Pedro	  Y	  Nines	  VIII	  information	  on	  its	  VTMIS	  system	  and	  
manage	  to	  establish	  a	  voice	  communication	  session	  with	  Pedro	  Y	  Nines	  VIII.	  	  
	  
The	  Italian	  Coast	  Guards	  then	  notify	  to	  all	  the	  BMM	  community	  that	  a	  VHF	  communication	  
was	  established	  with	  the	  Pedro	  Y	  Nines	  VIII,	  and	  that	  accordingly,	  MEDVAC	  and	  TUG	  services	  
are	  requested.	  
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The	  Spanish	  SASEMAR	  notifies	  that	  an	  helicopter	  and	  a	  vessel	  will	  be	  sent	  to	  rescue	  Pedro	  Y	  
Nines	  VIII	  
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IMPROVING	  AWARENESS	  ON	  SHIPS	  OF	  INTEREST	  
	  
USE	  CASE	  1	  
After	   a	   diversion	  maneuver	   and	   switching	   off	   the	  AIS	   the	  M/V	   F1	   is	   lost	   on	   the	  AIS/Radar	  
Picture.	  	  
	  
Thanks	   to	   the	  BMM	  services	   federation,	   a	  Naval	   Patrol	   active	   in	   the	   area	  gets	   a	   potential	  
contact	  of	  the	  M/V	  F1	  track.	  	  IT	  GdF	  commands	  an	  Air	  Patrol	  active	  in	  the	  area	  to	  survey	  the	  
potential	   "F1"	   ship.	   Track	   is	   visually	   identified	   as	   the	  MV	   F1.	   Identification	   is	   published	   on	  
SBCMP	  and	  shared	  within	  the	  BMM	  community.	  
	  
IT	  Navy	  notifies	  that	  M/V	  F1	  contact	   is	   lost	  on	  the	  Maritime	  Picture	  because	  of	  a	  probable	  
diversion	  maneuver	  and	  AIS	  switch	  off.	   IT	  Navy	   	  orders	  a	  naval	  patrol	  active	   in	  the	  area	  to	  
survey	  the	  area	  in	  order	  to	  identify	  potential	  non	  cooperative	  ships	  
	  

	  
	  



BlueMassMed	  Final	  Report	  –	  TWG	    

12-‐07-‐2012	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  UNCLASSIFIED	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

 
Page	  27	  



BlueMassMed	  Final	  Report	  –	  TWG	    

12-‐07-‐2012	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  UNCLASSIFIED	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

 
Page	  28	  

An	  Italian	  GDF	  Maritime	  Patrol	  Aircraft	  locates	  by	  visual	  identification	  the	  M/V	  GOODNOSE.	  
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The	  Greek	  Coast	  Guard	  provides	  the	  last	  known	  position	  of	  the	  M/V	  GOODNOSE	  obtained	  by	  
the	  LRIT	  reporting	  systems.	  However	  after	  5	  days,	  the	  M/V	  GOODNOSE	  changes	  its	  Basic	  Id	  
data,	  therefore	  the	  PT	  GNR	  notifies	  that	  the	  M/V	  GOOD	  NOSE	  contact	  is	  lost	  and	  determines	  
the	  expected	  time	  to	  reach	  Portuguese	  waters	  in	  about	  3	  days.	  
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After	  10	  hours,	  IT	  Navy	  notifies	  to	  the	  BMM	  community	  that	  a	  contact	  of	  interest	  matching	  
with	  the	  M/V	  F1	  features	  and	  voyage	  data	  has	  been	  detected	  by	  the	  Maritime	  Patrol	  Vessel.	  	  
	  
A	   visual	   identification	  mission	   is	   requested	   through	   a	  MPA	   of	   the	   Italian	   GdF	   in	   order	   to	  
confirm	  identification.	  
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The	  MPA	  (ATR42)	  of	  the	  Italian	  Guardia	  di	  Finanza,	  on	  operation	  in	  area	  is	  diverted	  to	  survey	  
the	  potential	  contact	  of	  interest	  of	  the	  M/V	  F1.	  The	  visual	  identification	  is	  successful	  and	  the	  
identity	  of	  the	  M/V	  F1	  is	  confirmed	  to	  the	  C4I	  operational	  centre	  of	  the	  Guardia	  di	  Finanza,	  
which	   injects	   the	   information	   in	   the	   BMM	   Maritime	   Picture	   through	   the	   Italian	  
Interministerial	  Primary	  Node.	  
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The	   updated	   identification	   and	   position	   of	   the	   M/V	   F1	   is	   notified	   by	   the	   Italian	  
Interministerial	  PN	  to	  the	  BMM	  Community.	  Italian	  MOI	  requests	  continuous	  monitoring	  and	  
confirms	  suspect	  involvement	  of	  the	  M/V	  F1	  in	  illegal	  activities	  
	  

	  



BlueMassMed	  Final	  Report	  –	  TWG	    

12-‐07-‐2012	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  UNCLASSIFIED	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

 
Page	  37	  



BlueMassMed	  Final	  Report	  –	  TWG	    

12-‐07-‐2012	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  UNCLASSIFIED	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

 
Page	  38	  

USE	  CASE	  2	  
MT	  AF	  detects	  a	  suspected	  ship	  on	  its	  own	  national	  back-‐end	  system.	  
	  
Updated	  positions	  are	  inserted	  on	  the	  SBCMP	  through	  a	  simple	  web	  portal	  access.	  	  	  
	  
The	  Malta	  Armed	  Forces	  detect	  an	  update	  of	  the	  M/V	  F1	  heading	  towards	  Lampedusa,	  and	  
injects	  the	  new	  position	  in	  the	  Maritime	  Picture	  through	  the	  Italian	  Interministerial	  Primary	  
Nodes.	  
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Malta	  AF	  notifies	  the	  localisation	  and	  identification	  of	  the	  M/V	  F1	  to	  the	  BMM	  community.	  
The	  Italian	  Ministry	  of	  Interior	  updates	  the	  M/V	  F1	  information	  through	  the	  Italian	  PN.	  	  
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EXPLOITING	  SATELLITE	  ASSETS	  
	  
USE	  CASE	  1	  
Thanks	   to	   the	   direct	   connection	   to	   the	   BMM	  Network,	   IT	   ASI	   provides	   satellite	   images	   on	  
Suez	  Channel,	   on	   the	   Sicily	  Channel	  and	   in	   the	  Eastern	  Med	  area	  where	  no	   coverage	   from	  
terrestrial	  sensors	  is	  available.	  
	  
Thanks	  to	  the	  Ship	  Detection	  Services,	  ships	  of	  interest	  are	  detected	  and	  located	  
	  
The	   Italian	   Space	  Agency	   (ASI)	   provides	   Satellites	   Radar	   Images	   over	   the	   areas	   of	   interest	  
through	  the	  Italian	  PN.	  Available	  SAR	  images	  are	  processed	  and	  detected	  ships	  are	  fed	  to	  the	  
Maritime	  Picture.	  
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The	   Italian	  Ministry	   of	   Interior	   analyses	   a	   SAR	   image	  of	   the	   Suez	  Channel	   (Port	   Said)	   area	  
showing	   a	   ship	  with	   features	   compatible	  with	   the	  M/V	   F1.	   This	   confirms	   the	   information	  
received	  from	  the	  intelligence	  report.	  
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The	  last	  LRIT	  report	  position	  of	  the	  M/V	  F1	  provided	  by	  Spanish	  SASEMAR	  is	  correlated	  to	  a	  
Ship	   Detection	   Report	   coming	   from	   the	   provided	   SAR	   images.	   The	   M/V	   F1	   position	   is	  
correspondingly	  updated	  on	  the	  Maritime	  Picture.	  
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DETECTING	  ILLEGAL	  ACTIVITIES	  
	  
USE	  CASE	  1	  
SP	  (DAVA)	  Maritime	  Patrol	  Aircraft	  locates	  M/V	  GN	  during	  a	  rendezvous	  with	  a	  fishing	  boat,	  
visually	  identifies	  the	  suspected	  ships	  and	  take	  pictures	  of	  drug	  transfer.	  	  
	  
Pictures	  are	  transferred	  to	  the	  BMM	  community	  and	  automatically	  associated	  to	  the	  suspect	  
ships	  as	  proofs	  of	  the	  illegal	  activities	  
	  
The	  SP	  DAVA	   locates	   through	  a	  Maritime	  Patrol	  Aircraft	   the	  M/V	  GOODNOSE	  south	  of	   the	  
Spanish	   coastline	   and	   injects	   the	   ship	   position	   in	   the	   maritime	   picture	   through	   the	   SP	  
Armada	  Primary	  Node	  
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The	   SP	  DAVA	  notifies	   that	   the	  M/V	  GOODNOSE	  had	   a	   rendez-‐vous	  with	   the	   fishing	   vessel	  
TRAWLER	   2	   and	   a	   transfer	   occurred	   among	   the	   two	   ships.	   The	   rendez-‐vous	   is	   shown	   and	  
recorded	  in	  the	  Maritime	  Picture	  as	  an	  investigation	  evidence.	  
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USE	  CASE	  2	  
MV	  GN	  reaches	  the	  Port	  of	  Pyreus,	  where	  she	  prepares	  to	  off	  load	  25.000	  Tons	  of	  bulk	  sugar	  
and	  cocaine	  
	  
Thanks	  to	  the	  information	  collected	  through	  the	  BMM	  network,	  GR	  authorities	  have	  enough	  
evidence	  to	  conduct	  police	  operation.	  At	  the	  end,	  a	  report	  on	  this	  operation	  is	  published	  on	  
BMM	  to	  inform	  the	  BMM	  community	  on	  the	  police	  operation	  results.	  
	  
When	  the	  M/V	  GOODNOSE	  approaches	  the	  Greek	  territorial	  waters,	  a	  GREEK	  COAST	  GUARD	  
vessel	  is	  sent	  to	  monitor	  and	  perform	  the	  interdiction	  operation.	  The	  ship	  is	  followed	  on	  the	  
Maritime	  Picture	  by	  all	  BMM	  users	  until	  the	  operation	  is	  closed	  by	  the	  Greek	  Authorities	  at	  
the	  Port	  of	  Piraeus.	  
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USE	  CASE	  3	  
Thanks	  to	  the	  evidence	  collected	  through	  the	  BMM	  network,	  the	  Italian	  Ministry	  of	   Interior	  
closes	  the	  alert	  and	  provide	  the	  authorized	  BMM	  partner	  with	   information	  collected	  during	  
the	  interdiction	  
	  
The	  Italian	  Ministry	  of	  Interior	  updates	  the	  alert	  and	  starts	  an	  interdiction	  operations	  as	  soon	  
as	  the	  M/V	  F1	  enters	  the	  Italian	  territorial	  waters	  near	  the	  Lampedusa	  Island.	  
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The	  alert	   is	  automatically	   injected	  on	  the	  BMM	  network	  through	  the	   Italian	  PN	  and	  all	   the	  
authorised	   BMM	  partners	   are	   provided	  with	   information	   collected	   during	   the	   interdiction	  
operation.	  
	  

	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  


