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BMM Experimentation Phase

Operational Assessment of Scenarios

CROSS SECTORIAL EXCHANGE OF ALERTS

USE CASE 1

FR Customs informs PT on MV Good Nose heading for the Mediterranean to unload her
cocaine cargo. MAOC N suggests PT to use BMM network to track, identify MV Good Nose
(GN) and to help law enforcement authorities to interdict the vessel once enough evidence is
gathered.

Thanks to the BMM Service Federation, alerts generated within a specific Community are
associated to ships in the SBCMP and shared among the other communities according to
established privileges

The PT GNR notifies to all Users connected on the BMM Network an alert for suspect illegal
activities on the M/V Good Nose.
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The Greek Coast Guard provides the last known position of the M/V GOODNOSE obtained by
the LRIT reporting systems. However after 5 days, the M/V GOODNOSE changes its Basic Id
data, therefore the PT GNR notifies that the M/V GOOD NOSE contact is lost and determines
the expected time to reach Portuguese waters in about 3 days.

GeoC2 Client Platform

] Ship notifications only

Notifications
caseiro.jhm@gnr.pt 18/Mai/2012 10:18:35
MV GOOD NOSE NOTIFICATION: MV GOOD ...
nuno.proenca@pj.pt 18/Mai/2012 10:18:16
MV GOOD NOSE - contact lost
caseiro.jhm@gnr.pt 18/Mai/2012 10:06:19
MV GOOD NOSE M/V GoodNose is suspected ...
caseiro.jhm@gnr.pt 18/Maif2012 10:02:36
EXPERIMENTAL DEMONSTRATION Please be ...
nuno.proenca@pj.pt 18/Maif2012 10:00:59
CAP GABRIEL Test Test
jmgorgulho@emfa.pt 18/Mai/2012 9:59:51
#noplay. Readiness test #3 of 3. Pleasei...
admin@marinha.pt 18/Maif2012 9:57:16
Industry test - Please ignore. Thank you for ...
dias.marques@mar... 18/Mai /2012 9:56:38
NOPLAY PARADISE Test on notifications
dias.marques@mar... 18/Maif2012 9:54:53
NOPLAY UGALE Test on notifications
jmgorgulho@emfa.pt 18/Maif2012 9:53:49
#noplay - UGALE - Readiness test. Pleas...

From: caseiro.jhm@gnr.pt

MV GOOD NOSE
NOTIFICATION: MV GOOD NOSE contact lost

Altitude 5,569 mi
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The FR Navy provides the last known position of the M/V GOODNOSE obtained by the S-AlS

reporting systems.
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After 3 days, in order to locate the M/V GOODNOSE, PT GNR notifies the launch of a visual
identification mission.

GeoC2 Client Platform

Analysis BlueMassMed

t ) = |
“L=k notifcations » x

Ship notifications only

Notifications
caseiro.jhm@anr.pt  18/Maif2012 10:19:57 | »
MV GOOD NOSE PT authorities start visu...
caseiro.jhm@gnr.pt  18/Mai/2012 10:18:35
MV GOOD NOSE NOTIFICATION: MV GO...
nuno.proenca@...  18/Mai/2012 10:18:16
MV GOOD NOSE - contact lost
caseiro.jhm@gnr.pt  18/Maif2012 10:06:19
MV GOOD NOSE M)V GoodNose is suspec...
caseiro.jhm@gnr.pt  18/Maif2012 10:02:36
EXPERIMENTAL DEMONSTRATION Please...
nuno.proenca@p...  18/Maif2012 10:00:59 || =
CAP GABRIEL Test Test
jmgorgulho@emf... 18/Mai/2012 9:59:51
#noplay. Readiness test #3 of 3, Ple...
admin@marinha.pt 18/Mai/2012 9:57: 16
Industry test - Please ignore.Thank you f...

From:  caseiro.jhim@gnr.pt £ 18/Maif2012 10:19:57

MV GOOD NOSE
PT authorities start visual id mission

dias.marques@m... 18/Mai/2012 9:56:38
NOPLAY PARADISE Test on notifications
dias.marques@m... 18/Mai/2012 9:54:53
NOPLAY UGALE Test on notifications

jmgorgulho@emf... 18/Maif2012 9:53:49
—

Altitude 5,569 mi Off Globe
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Four hours later the M/V GOODNOSE is located and identified by the PT Maritime Patrol
Aircraft and PT GNR injects the updated position and ship id information in the Maritime
Picture through the PT Navy Primary Node.
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Scenario 1 x

2B.725% (] ship notifications only
123446000
[ Notifications
caseiro,jhm@gnr.pt 18/Maif2012 10:06:19
Time of Contact 18/Maif2012 10:22:10 MV GOOD NOSE M/V GoodNose is suspected of drug ...
caseiro.jhm@gnr.pt 18/Mai/2012 10:02:36

EXPERIMENTAL DEMONSTRATION Please be advised...

nuno.proenca@pj.pt 18/Mai/2012 10:00:59
CAP GABRIEL Test Test
jmgorguho@emfa.pt 18/Maif2012 9:59:51
#noplay. Readiness test #3 of 3, Please ignore
North Atlantic Ocean ‘ admin@marinha.pt 18/Maif2012 9:57: 16

Industry test - Please ignore. Thank you for your und...

dias.marques@marinh. .. 18/Maif2012 9:56:38
NOPLAY PARADISE Test on notifications
,':A ;,7 i1l Ship Name v I dias,marques@marinh... 18/Maif2012 9:54:53
3 NOPLAY UGALE Test on notifications
jmgorguho@emfa.pt 18/Maif2012 9:53:49
#noplay - UGALE - Readiness test. Please ignore
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n VERIC ST TR ey AFRICA

Altitude 10,973 km Off Globs
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Thanks to the Visual Identification obtained, the PT PN tracks the M/V GOODNOSE on the
AIS picture, and the new IMO number and MMSI number are associated to the M/V
GOODNOSE.

When the M/V GOODNOSE is about to leave the PT territorial waters and approaches the
Gibraltar strait, the Ship data are handed over to Spain Guardia Civil and Spain Armada
Primary Nodes

AY San GeoC2 Client Platform

Navigation ~ Analysis  BlueMassMed
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: Contents Proper ations || Feature Load load Load  Shape || Snapshot || Global

Layer Shape WMS GeoTIFF Settings
Properties Notifications » x
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Ship notifications only
From:  caseio pm@grr.pt L 3 Notifications
Ship: MV GOOD NOSE casero.jm@gnr.pt 18/Mai/2012 10:38:30 | 4
MV GOOD NOSE New positon
x:,,m:no * mvafidou@heg.gr 18/Mai/2012 10:34:45
MV GOOD NOSE Ne positon acknonledged
dias.marques@marin... 18/Maif2012 10:33:51
MV GOOD NOSE New position acknowledged by P...
caseiro.jhm@gnr.pt 18/Maif2012 10:32:20
MV GOOD NOSE New positon 2
caserro,jhm@gnr.pt 18/Mai/2012 10:28:07
MV GOOD NOSE New position. MV GOOD NOSE w...
caseiro,jhm@gnr.pt 18/Mai/2012 10:06:19
MV GOOD NOSE MV GoodNose is suspected of d...
caseiro.jhm@gnr.pt 18/Mai/2012 10:02:36
Name: MV GOOD NOSE EXPERIMENTAL DEMONSTRATION Please be advi...
nuno.proenca@pj.pt 18/Mai/2012 10:00:59
MMSI: 12344600
CAP GABRIEL Test Test
IMO: 7654343 jmgorguiho@emfa.pt 18/Maif2012 9:59:51
Call sign: N/A 4 noplay. Readness test 23 of 3, Please ignore
® b adnin@marinhapt 18Ma[20129:57:16
WAWLSTKS » 4 Industry test - Please ignore. Thank you for your .. | ~|
A

Altitude 1.288km Lon -13,3144° Elev -4.231 meters
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USE CASE 2

Europol informs Italian Ministry of Interior on the presence, in the Suez Canal, of a Liberian-
flagged cargo ship (MV Fortress) which sailed from a port in the Pacific, carrying a cargo of
goods in bulk and heading to Barcelona.

Thanks to the direct connection to the BMM Network Italian Ministry of Interior gets
intelligence info, publishes an alert on MV F1 and asks reinforced monitoring including
satellite monitoring to military and civilian authorities.

Italian Ministry of Interior gets intelligence info about the M/V F1 potentially involved in
illegal trafficking, left from Port Said and cruising in the Suez channel and heading towards
Barcelona (Spain). An alert is created at the Italian National Control Centre managed by the
Ministry of Interior (SIA).

o ,
Visualizza  Eventi Imiigrazione Clandestina v & stampa @ Torma al portale

Toma al Portale

1d Operatore: DCI_FUNZ_RM_018 Ente Operatore: PS
Evento Immigrazione Clandestina

Originatore:

Gestione Evento

Codice Evento*:

Stato*: Aperto

Trasferito a: v Trasforma in SAR: il

Orario* : 07/06/2012 10.16.00 B Emergenza Medica: [

Natura Avvistamento: Rischio Infiltr. Terror.: ]

Nome Natante: MVEL 4

Caratteristiche natante: e Situazione Meteo: M
06: Partenza Presunta: B

S0G: Area Partenza:

Direzione: Porto Partenza:

Latitudine*: 3 Gradi ¢ Minuti 7 Secondi Approdo presunto: [a}

Longitudine*: 25 Gradi °° Minuti 3 Secondi Area Approdo:

Distanza da costa: v Porto Approdo:

N. Clandestini*: Data Sharco: B
Autore Avvistamento: 4

Mezzo pil vicino: 2]

Note Evento : MVF1 suspected of

illegal trafficking ~
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Thanks to the direct connection with the BMM network, the alert is notified to the whole
BMM community through the Italian Interministerial PN, and reinforced monitoring
including satellite SAR acquisitions are requested to military and civilian authorities
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USE CASE 3
Pedro y Nines VIII, a Spanish vessel, sends an EPIRB emergency message. SP SASEMAR
notifies the emergency to the whole BMM community and coordinate SAR operations.

Thanks to the BMM service federation, law enforcement authorities diverts their assets in
order to support the SAR operation.

Pedro y Nines VIII send an EPIRB emergency message (unknown position). SP SASEMAR
notifies the emergency to BMM community.

B Spanish
el I o
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N T UTCTTTCTS SV €l ™y
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SBCMP Web Sarvicss wMs Chat Forum Documents
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") SBCMP

Creste alert
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’ Origin Country P

Origin Entity SCSISER
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ey .__! ] Origin I

EPIB emergency message from Pedro y
Nines VIII to BMM community
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IT GdF notifies that a patrolling aircraft diverted to survey Pedro Y Nines VIII sea area, has
detected the M/V Pedro Y Nines VIII. The corresponding updated position is injected in the
Maritime Picture through the Italian Interministerial Primary Node.

Welcome Tracks Data Events Track crud Wiki LOGIN Collaboration Forum Documentation EU Web Portal BMM COP Test
Chat

- Track x| -
pn-bmm-italy ) Track crud o
Track Position i
[]IT Track CRUD Portlet ) .
Name* pedroYNine VIIl Altitude 0.0 [
Menu  Grid  Report Chart | moNumber insertimoNumbe Latitude* (391 i
|id name i I Longitde* [60 altitude | latitude lon:
IT-1335168284 00 32.84912109375 | 324
CallSign  |inse Sign CourseOverGround 0.0
IT-1335168285 00 3357421875 | 311
IT-1335168286 Fiag o Heading 0.0 00 33662109375 | 28.1
IT-1335168287 Length 0.0 RateOfTum 0.0 00 32431640625 | 264
IT-1335168288 Width 0.0 SpeedOverGround 0.0 00 34453125 2]
IT-1336583402 | CHEMICAL MARK 00 35.05 14
Type ] Date* 18/0512012-0845:16 [
T-1336583401 | Malta Test o — 00 3553 144
Draught 0.0
IT-1337013011 | OLEG STRASHN( 00 35716389 15
T-A337013012 | VLADIMRTIKHO  Originator* T G| 00 36316369 14
. . Arrival Departure
IT-1337175640 | hanjin spain Source* |IT BMM PORTAL 0.0 3118 327
IT-1337175644 | /v Good Nose Classifcalion meert cassiication Name  inser name Name  insert 0.0 380 88
IT-1337175642 | MV F1 00 36.01 17]
Detail |insert detail Date fsert date g Dale nsert B ]

IT-1337330716 | pedroYNine VIl 391

@

o ‘
=
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Category  Marked vith alert © oty Country

Use GIS to change position | Save | Cancel ‘
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The updated position and ship information on Pedro Y Nines VIl are shown in the Maritime
Picture on the Italian Interministerial Primary Node.

pnbmm-italy ) BMM COP Test

Entity: IT-1337330716
Name: pedroYNine VIII
DateOfContact: 18/05/2012
TimeOfContact: 08:45:16
IMO Number: 7654311
MMSI Number: 123446004
Latitude: 39.1

Longitude: 6.0

Heading: 0.0

Source: IT BMM PORTAL

Originator: IT GdF

Category: Marked with alert
Speed: 0.0

CallSign: -

Ship Flag: ESP

Ship Type: -

Width: 0.0

Length: 0.0

Draught: 0.0

Information Ship

Settings  Online Friends (5)
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The Italian Coast Guards report the Pedro Y Nines VIl information on its VTMIS system and
manage to establish a voice communication session with Pedro Y Nines VIII.

The Italian Coast Guards then notify to all the BMM community that a VHF communication
was established with the Pedro Y Nines VIII, and that accordingly, MEDVAC and TUG services
are requested.

Welcome Tracks Data Events Track crud Wiki LOGIN WAM Collaboration Forum Documentation EU Web Portal BMM COP Test

Chat

pn-bmm-italy ) BMM COP Test

Italian Interministerial Node WebGis

save info

Entity: IT-1337330716
Name: pedroYNine VIII

DateOfContact: 18/05/2012

TimeOfContact: 08:45:16

IMO Number: 7654311

MMSI Number: 123446004

Latitude: 39.3 2 Fromm 1000512012 0042 Tou L2012 O0u47
Longitude: 6.0

Heading: 0.0

Source: IT BMM PORTAL

Originator: IT GdF

Category: Marked with alert ALL - DDT 1:39 pm
Speed: 0.0 .

Callsign: - ALL - DDT 11:39 pm
Ship Flag: ESP

Ship Type: - ALL - DDT 11:39 pm
Width: 0.0 .

Length: 0.0 Antonio VOLLERO 11:40 p

Draught: 0.0 FMIT CG to ALL: M)V Pedro y Nines £
Information Ship " 111 request of MEDVAC and TUG™ e

Teacks: 6325 Referenced: 5792 (79.222%)  Invald: 1355 (35.0120%) Lot 371250 Lons 0074544°E _ Scale 1:5000000 _ Servie o

ALL - DDT

ptwindow('_ItpRefThisObj_divM: '].callbackPop 220, 161, 'enable_query'); ALL - DDT ' Settings Online Friends (6)
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The Spanish SASEMAR notifies that an helicopter and a vessel will be sent to rescue Pedro Y
Nines VIII

(~ SBCMP - bmm.covam.es - Windows Internet Explorer B[]
Gﬂ v |@ https:/fbmm.covam.es/aroup/guest/escenario ;l @ Error de certificado Iﬁ Google

S 4 SBCHP - bm.covam.es | |

a

2 (,? Manage ¥ | v Toggle Edit Controls M GotoY | Jose Luis Nieto Nieto ( sign out)

Spanish
Navy

Primary
Node

BLUE MARITIME SURVEILLANCE SYSTEM MED
SBCMP Web Services WMS Chat Forum Documents

bmm.covames = SBCMP

(7] SBCMP ‘

/2 sala@conference.bmm.covam.es/jniefe3_at_fn.mde.es - Windows Internet Explorer

e.bmm.covam.esdnick=jniefe3_at_fn.mde.estpass=

1 participants
Q jniefe3_at_fn.m

<lcc_at_sasemar.es> VIP 16 SASEMAR NOTIFY START OF MEDVAC
AND TUG SERVICES

<lcc_at_sasemar.es> AFTER SAR OPERATION BY HELICOPTER,
VESSEL SHIP GO AHEAD TO RESCUE PEDRO Y NINES VII
<lcc_at_sasemar.es> ALSO TUG SERVICES CAN BE PROVIDE WITH
OUR VESSELSHIP IF IT IS REQUEST.

<lcc_at_sasemar.es> REQUESTED
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IMPROVING AWARENESS ON SHIPS OF INTEREST

USE CASE 1
After a diversion maneuver and switching off the AlIS the M/V F1 is lost on the AIS/Radar
Picture.

Thanks to the BMM services federation, a Naval Patrol active in the area gets a potential
contact of the M/V F1 track. IT GdF commands an Air Patrol active in the area to survey the
potential "F1" ship. Track is visually identified as the MV F1. Identification is published on
SBCMP and shared within the BMM community.

IT Navy notifies that M/V F1 contact is lost on the Maritime Picture because of a probable

diversion maneuver and AIS switch off. IT Navy orders a naval patrol active in the area to
survey the area in order to identify potential non cooperative ships

-bmme-italy > BMM COP Test

IT NAVY. 6:28 pm [N

suspect rendez-vous M/V GN with
fishing boat

M/V GN track lost - visual identification
mission requested

ALL - DDT 6:33 pm

M/V F1 track lost
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An ltalian GDF Maritime Patrol Aircraft locates by visual identification the M/V GOODNOSE.
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[] IT Track CRUD Portlet
= """ 4 Name *
Menu Grid Report Chart | |moNumber
id name J
IT-1335168284
CallSign
IT-1335168285 ‘
T-1335168286 Flag
IT-1335168287 ‘ Length
IT-1335168288 Width
|
IT-1336583402 | CHEMICAL MARK
| Type
IT-1336583401 | Malta Test
Draught
IT-1337013011 | OLEG STRASHM*
IT-1337013012 | VLADIMIRTIKHQ ~ Originator*
IT-1337175640 | hanjin spain ‘ Source *
IT-1337175644 | m Good Nose Classification
IT-1337175642 | MV F1 ‘
Detail
IT-1337330716 | pedroYNine VIl
Category

Track crud

miv Good Nose

7654343

123446000

F4SCN4

coL

00

IT GdF

IT BMM PORTAL

Marked with alert

Wiki LOGIN WAM

Use GIS to change position | Save | Cancel

Collaboration

Position

Altitude 0.0

Latitude* 37.23

Longitude* 11.48
CourseOverGround 0.0
Heading 0.0
RateOfTum 0.0
SpeedOverGround 0.0

Date* 16/05/2012- 16:21:13

Arrival
Name insert name
Date ert Q
Country insert cou Q|

Forum

m

Departure
Name
Date

Country

Documentation

nsert n

yiTel Node £ Weh Portal ==

.

A Goto v IT Interministerial PN . ( sign out) *
EU Web P BMM COP Test
e |
i
Elmude latitude lonq‘
0.0 32.84912100375 | 32.(
‘ 00 33.57421875 311
0.0 33.662109375 28
‘ 0.0 32.431640625 28+¢
00 34.453125 247 =
‘ 0.0 35.05 14
0.0 3553 144
‘ 0.0 35.716389 157
0.0 36.316389 145
‘ 0.0 31.18 3217
B 0.0 38.45 62
o ‘ 0.0 36.01 171
° ‘ 0.0 39.1 6.0
“
»

Settings  Online Friends (5) -
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The Greek Coast Guard provides the last known position of the M/V GOODNOSE obtained by
the LRIT reporting systems. However after 5 days, the M/V GOODNOSE changes its Basic Id
data, therefore the PT GNR notifies that the M/V GOOD NOSE contact is lost and determines
the expected time to reach Portuguese waters in about 3 days.

T «’ Manage v +f Toggle Edit Controls # Goto v IT Interministerial PN . ( sign Out) *

Welcome Tracks Data Events Track crud Wiki LOGIN WAM Collaboration Forum Documentation EU Web Portal BMM COP Test

Chat

pn-bmm-italy ) BMM COP Test

Italian Interministerial Node WebGis

save info

Entity: IT-1337175644

Name: m/v Good Nose

DateOfContact: 16/05/2012
TimeOfContact: 16:21:13
IMO Number: 7654343
MMST Number: 123446000
Latitude: 37.23

Longitude: 11.48

Heading: 0.0

m

Source: IT BMM PORTAL
Originator: IT GdF

Category: Marked with alert

Speed: 0.0

CallSign: FASCN4

Ship Flag: COL

Ship Type: -

Width: 0.0

Length: 0.0 ALL - DDT
Draught: 0.0

Information Shi

ALL - DDT 11:04 pm

ALL - DDT 11:04 pm

ALL - DDT 11:05 pm

. FM IT GDF: MV GN DETECTED

B A
ALL - DDT  Settings Online Friends (5) -
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After 10 hours, IT Navy notifies to the BMM community that a contact of interest matching
with the M/V F1 features and voyage data has been detected by the Maritime Patrol Vessel.

A visual identification mission is requested through a MPA of the Italian GdF in order to
confirm identification.

pn-bmme-italy BMM COP Test

Entity: IT-1337175642
, Name: MV F1

DateOfContact: 16/05/2012
TimeOfContact: 14:36:55

IMO Number: -

MMSI Number: -

Latitude: 36.01
Longitude: 17.768
Heading: 0.0
Source: IT NAVY

ALL - DDT

Originator: SPA
Category: Marked with alert

Speed: 0.0 ALL - DDT 6:37 pm
5
Callsign: - el .
- ."I' 3
Ship Flag: LBR - ; ALL - DDT 6:37 pm
3 Ship Type: - Sy X

Width: 0.0 ALL - DDT 6:37 pm

Length: 0.0 2 e -

Draught: 0.0 S T NAVY . 6:37 pm
M/V F1 potential contact of interest =
detected y
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The MPA (ATR42) of the Italian Guardia di Finanza, on operation in area is diverted to survey
the potential contact of interest of the M/V F1. The visual identification is successful and the
identity of the M/V F1 is confirmed to the C4l operational centre of the Guardia di Finanza,

which

injects the information

Interministerial Primary Node.

=
¥ ' Manage v

+/ Toggle Edit Controls

# Goto v

in the BMM Maritime Picture through the

Italian

IT Interministerial PN . ( sign Out) *

*

Welcome
Chat

Tracks Data

italliam (050

Events

Track crud

Collaboration

Forum

EU Web Portal

Stk Mode €2 Weh Portal ==

Wiki LOGIN WAM

BMM COP Test

- Track X
pn-bmm-italy ) Track crud —st
~ Track Position
] IT Track CRUD Portlet ' |
Name* MVF1 Alttude 0.0
Menu Grid  Report Chart ImoNumber Latitude* 36.01
—_—
| id name J Longitude* [17.7 Lalmude | latitude lon:
IT-1335168284 00 32.84912109375 | 32
Callsign CourseOverGround 0.0
IT-1335168285 00 3357421875 | 31.
i
71335168286 Fag [ER © Heading 0.0 00 33662109375 | 28
IT-1335168267 Length (0.0 RateOfTum 0.0 00 32431640625 | 28.
IT-1335168288 Width 0.0 SpeedOverGround 0.0 00 34453125 2, E
IT-1336583402 | CHEMICAL MARK = 00 35.05 14
Type © Date* 16/05/2012- 14:36:55
IT-1336583401 | Malta Test * — 00 35.53 14
Draught 0.0
IT-1337013011 | OLEG STRASHN( 00 35716389 15,
IT-1337013012 | VLADIMIRTIKHQ ~ Originator” [T GDF Arival Departure 00 36.316389 14
IT-1337175640 | haniin spain Source* IT GDF Name Name 00 3118 32
IT-1337175644 | miv Good Nose Classitcaion Pt oate = oate = 0.0 37.23 1
00 36.01 17
Detail
IT-1337330716 | pedroYNine ViIl Country © Country © 00 391 60
Category | Marked with alert ©
Use GIS to change position | Save Cancel
< n »

ALL - DDT  Settings Online Friends (5)
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* *
* *
* *

The updated identification and position of the M/V F1 is notified by the Italian
Interministerial PN to the BMM Community. Italian MOI requests continuous monitoring and
confirms suspect involvement of the M/V F1 in illegal activities

9] &’ Manage ¥  Toggle Edit Controls

# Goto v IT Interministerial PN . ( sign out) *

el O linten

Welcome Tracks Data Events Track crud Wiki LOGIN WAM
Chat

pn-bmm-italy ; BMM COP Test

Italian Interministerial Node WebGis

save info

Entity: IT-1337175642
Name: MV F1
DateOfContact: 16/05/2012
TimeOfContact: 14:36:55
IMO Number: -

MMSI Number: -

Latitude: 36.01

Longitude: 17.7

B | Heading: 0.0

Source: IT GDF

Originator: IT GDF
Category: Marked with alert
Speed: 0.0

Callsign: -

Ship Flag: LBR

Ship Type: -

Width: 0.0

Length: 0.0

Draught: 0.0

Collaboration Forum Documentation

Node £> Web Portal ==

EU Web Portal BMM COP Test

m

. ALL - DDT

IT Interministerial PN 11:06 pm

Interministerial PN.  11:06 pm
Interministerial PN.  11:07 pm

IT Interministerial PN 11:07 pm
FM IT GDF: MV F1 LOCATED AND |
IDENTIFIED

ALL - DDT  Settings Online Friends (5) -
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USE CASE 2
MT AF detects a suspected ship on its own national back-end system.

Updated positions are inserted on the SBCMP through a simple web portal access.

The Malta Armed Forces detect an update of the M/V F1 heading towards Lampedusa, and
injects the new position in the Maritime Picture through the Italian Interministerial Primary

Nodes.

¥ < Manage ¥

o Toggle Edit Controls

M Goto ¥

Warvin Mangion ( Sign Out) &

Welcome

MT Track Injection Page

Tracks Data

Track

Use GIS to change position | Save Cancel

Mede <> Web Portal ==

Go pn-bmm»ita\y Data

X

T Track Position
pn-bmm-italy ) Track crud
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[Z]1T Track CRUD Portlet
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Flag -] Heading 0.0
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71335168287 Width 0.0 SpeedOverGround 5.0 0.0 32431640625 | 28
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71337013012 | VLADIMR TKHON| Arrival Departure 0.0 25216289 14
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T-1337175640 | hanjin spain Name Name 0.0 31.18 32
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1337175642 | MV F1 Clssificaton 00 353418 13
Date Date se e ﬁ
Detail — —
Category  Marked with alert o G O]  county C)
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Malta AF notifies the localisation and identification of the M/V F1 to the BMM community.
The Italian Ministry of Interior updates the M/V F1 information through the Italian PN.

VA il 3] " PV COP Test- e —_—_-—-

{X btars://itbomm.marina.difesa.it/en/web/guest,

bmm-cop-test

. ASTER «% BMMWS @ BNL - BNP Paribas g Unicredit Banca Internet Banking %, Opzioni - Impostazi.. {: BMM &7 Hotmail - s.sorge@...

BMM COP Test

Entity: IT-1337175642
Name: MV F1
DateOfContact: 16/05/2012
TimeOfContact: 14:36:55
IMO Number: 7654329

MMSI Number: 123456000
Latitude: 35.3418

Longitude: 13.2903

| Heading: 0.0

Source: IT BMM PORTAL
Originator: MALTA
Category: Marked with alert
Speed: 5.0

CallSign: F1SCNS

Ship Flag: - - -
ip Flag Marvin Mangion

Ship Type: -

Width: 0.0

Length: 0.0

D ht: 0.0 = =
raug Marvin Mangion 5:38 pm

Information Ship

Marvin Mangion 5:38 pm

Marvin Mangion 5:46 pm

The following updated position for
MVF1is as follows: LAT 35.3418N
LONG 013,2903E Course 024° Speed

Sknots. !
[ J

itbmmadmin TR User Giuseppe CAPORASO Marvin Mangion = Settings Online |
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EXPLOITING SATELLITE ASSETS

USE CASE 1

Thanks to the direct connection to the BMM Network, IT ASI provides satellite images on
Suez Channel, on the Sicily Channel and in the Eastern Med area where no coverage from
terrestrial sensors is available.

Thanks to the Ship Detection Services, ships of interest are detected and located
The Italian Space Agency (ASI) provides Satellites Radar Images over the areas of interest

through the Italian PN. Available SAR images are processed and detected ships are fed to the
Maritime Picture.

Gkl Mede ¢ Weh Portal ==

Welcome Tracks Data Events Track crud Wiki LOGIN WAM Collaboration Forum Documentation EU Web Portal BMM COP Test

Chat

pn-bmm-italy BMM COP Test

Italian Interministerial Node WebGis

save info

']

| Satellite All Tiles 2 B |

Settings Online Friends (3)
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The Italian Ministry of Interior analyses a SAR image of the Suez Channel (Port Said) area
showing a ship with features compatible with the M/V F1. This confirms the information
received from the intelligence report.
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The last LRIT report position of the M/V F1 provided by Spanish SASEMAR is correlated to a
Ship Detection Report coming from the provided SAR images. The M/V F1 position is
correspondingly updated on the Maritime Picture.

taly + BMM COP Test

terministerial Node WebGis

info

ALL - DDT

ALL - DDT

ALL - DDT

ALL - DDT

available CSK SAR images over Suez
channel and Sicily channel in IT WMS

ALL - DDT Settings Online Friends (2)
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DETECTING ILLEGAL ACTIVITIES

USE CASE 1
SP (DAVA) Maritime Patrol Aircraft locates M/V GN during a rendezvous with a fishing boat,
visually identifies the suspected ships and take pictures of drug transfer.

Pictures are transferred to the BMM community and automatically associated to the suspect
ships as proofs of the illegal activities

The SP DAVA locates through a Maritime Patrol Aircraft the M/V GOODNOSE south of the
Spanish coastline and injects the ship position in the maritime picture through the SP
Armada Primary Node

.
Spanish
Navy
.
Primary
Node
SBCMP Weh Services WMS Chat Forum
bmm.covames  SECHP JRECEICRIETES
| sBCMP Vessel BEEEEi
Name M GOOD NOSE Ship type cargn x|
MMSI 12346000 MO 7654343
Longitude 02°29'50.6"W Latitude 36°05'29"N
Speed 5 Heading 076 1
| Rot (Rate of turn)) Cog (Course over ground){076 PLINTERRACHEF L
] D!mens!onl-\ D!mensmnB “
DimensionC DimensionD
Draught Destination
Status Underway(Engine)_'JCaIISign F4SCN4 | 36%2N
Flag COLOMBIA [ |
B0/
366N
4 L

36°00N

02045 020420 02°39'W 02°36'W 02°33'W 02°30° 02°27'W 02°24'W 02721 02°18'W 02°15'W SRTHLAN - 02°IDI0T Y

Powered By

Usted es Fernando M. Cadenas. Configuracién = Amigos conectados (1)
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The SP DAVA notifies that the M/V GOODNOSE had a rendez-vous with the fishing vessel
TRAWLER 2 and a transfer occurred among the two ships. The rendez-vous is shown and
recorded in the Maritime Picture as an investigation evidence.

ki o G . Spanish
S k@@
, 2\ rimary
ot BluemassMed  Node

BLUE MARITIME SURVEILLANCE SYSTEM MED
SBCMP Web Services WMS Chat Forum

bmm.covam.es = SBCMP

1 SBCMP
Hovigete | Mieasure | Alerts | ArewsiOueries | Hotifications | Tracks
é I ! | | | | | | 36°06N
E MY GO R £ 2 36°05N|
36°04'N
02°31W 02°31"W 02°30'W 02°30%Y 02°29wy 02°28"WY 02°28"W 36VGRITNY 02°27' 1.5
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USE CASE 2
MV GN reaches the Port of Pyreus, where she prepares to off load 25.000 Tons of bulk sugar
and cocaine

Thanks to the information collected through the BMM network, GR authorities have enough
evidence to conduct police operation. At the end, a report on this operation is published on
BMM to inform the BMIM community on the police operation results.

When the M/V GOODNOSE approaches the Greek territorial waters, a GREEK COAST GUARD
vessel is sent to monitor and perform the interdiction operation. The ship is followed on the
Maritime Picture by all BMM users until the operation is closed by the Greek Authorities at
the Port of Piraeus.

GeoC2 Client Platform

View Navigation Analysis BlueMassMed

& Copy ‘ : [_‘ E & "'! % S &
154 = < QY O
Contents Properties Notifications || Feature Load Load Load Global

Shape || Snapshot
!J Delete Layer Shape GeoTIFF Settings

BMM VIP Demo x

~ L ACd Notifications

sanadoid

] Ship notifications only

From: mvafidou@hcg.ar Date: 18/Maif2012 11:20:35
Ship: MV GOOD NOSE

Notifications
caseiro.jhm@gnr...  18/Maif2012 11:23:56
MARVIN MANGION Please play step 32, ...
caseiro.jhm@anr...  18/Maif2012 11:20:52
ACKNOWLEDGEMENT To all participants, ..
mvafidou@hcg.or  18/Mai/2012 11:20:35
MV GOOD NOSE CPV is sent to contin...
dias.marques@m...  18/Mai/2012 11:18:07
MV Good Node new position acknowledged
caseiro.jhm@gnr...  18/Maif2012 11:16:03
MV GOOD NOSE New position acknowled. ..
Bulgaria mvafidou@hcg.gr  18/Mai/2012 11:15:40
MV GOOD NOSE New position
caseiro.jhm@gnr...  18/Maif2012 11:13:12
MV GOOD NOSE
caseiro.jhm@gnr...  18/Maif2012 11:10:45
MV GOOD NOSE New position acknowled. ..
dias.marques@m...  18/Mai/2012 11:02:08
MV F1new position acknowledged
mvafidou@hcg.gr 18/Mai/2012 11:00:47
MV F1 position acknowledged
200 Km Izmir. caseiro.jhm@gnr...  18/Maif2012 11:00:27

MV GOOD NOSE CPV is sent to continuously track and monitor the activity of MV GOOD NOSE

Méita

Off Globe

. 12
TRV Wy i W
M E DO o om
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USE CASE 3

Thanks to the evidence collected through the BMM network, the Italian Ministry of Interior
closes the alert and provide the authorized BMM partner with information collected during
the interdiction

The Italian Ministry of Interior updates the alert and starts an interdiction operations as soon
as the M/V F1 enters the Italian territorial waters near the Lampedusa Island.

®

Visualizza

" b
Eventi Immigrazione Clandestina v {5 stampa @ Tora 8l portale

1d Operatore: DCI_FUNZ_RM_018 Ente Operatore: PS
Evento Immigrazione Clandestina

Originatore:

Gestione Evento

Codice Evento*:

Stato": v
Trasferito a: Guardia di Finanza v Trasforma in SAR: [l

Dettaglio Evento

Orario* : 13 june x| Emergenza Medica: B
Natura Avvistamento: Avvistemento da dispositive v Rischio Infiltr. Terror.: ]
Nome Natante: MVFL ]

Caratteristiche natante: suspected vessel Situazione Meteo:

C0G: Partenza Presunta: ]
S0G: Area Partenza:

Direzione: Porto Partenza:

Latitudine*: 37 Gradi 20 Minuti Secondi Approdo presunto: 4]
Longitudine*: 13 Gradi °° Minuti Secondi Area Approdo:

Distanza da costa: Entro le 24 miglia v Porto Approdo:

N. Clandestini*: n.2 Data Sharco:

Autore Avvistamento: GdF |

Mezzo pid vicino: Gar 2|

Note Evento :

Alert is close
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BluemassMed

The alert is automatically injected on the BMM network through the Italian PN and all the
authorised BMM partners are provided with information collected during the interdiction
operation.

Manage ¥ i/ Toqale Edit Controls # Goto ¥ Stefano Sorge ( Sian Ou
Event...
FirstContactDate 27/04/2012 - 13:09:00
LastContactDate 27/04/2012 - 13:09:00
ExpectedDepartureData -
DeparturePort
Welcome  TracksData  Events  Trackcrud  Wiki  LOGN  WAM  Collaboration [Hukeubues BMMCOPTest  Chat  PNCS Status
ExpectedArrivalData
~ ArrivalPort
prommialy | Events ArrivalDate
- NextPort - £
[ Event EvenfType EW ‘
| Being MVF1 inside talisn £
termitoral waters the ship is
Menu Grid Report Chart Help Note chedied and diverted to IT
port with Guardia di Finanza
note ’ patrol support. DIVERTED l(s rescuesDate eventStatus l emer
ArrivalArea - »
DepartureArea -
SEGNALAZIONE TELEFONICA DI PRESUNTA IMBARCAZIONE CON NUMERO IMPRECISATO DI MIGRANTI A BORDO Sightingrea i ‘ c A
Evento Fake per integrazione BMM L Checks . folli effettusti | 27/03/2012-17:57:( | C A
TEST-1 del 17/04/2012 RescuesDate ® Alz
EventStatus c
EmergencyType
Being MVF1 inside Italian territoral waters the ship is checked and diverted to IT port with Guardia di Finanza patrol supporl | | peteo c
Activity - c
TESTA del 171042012 CrmEven.!Number GE?TIONE_EVENTI_JAVA ‘ A i
AlarmLatitude 33.751945
AlarmLongitude 29.984167 A
DissertationDate - ‘ @ -
« p ClosureEventDate 27/04/2012 - 13:14:52 )
EventCode 270412-PS-5
~ ShiplD 57178
Name MVF1
o X Powered By Liferay
Mmst
CallSign -
Flag XX
Date 30/04/2012 - 21:00:00
Latitude 36.983334
Longitude 12.868887
Altitude 0.000000
Originator [MIN_INT]

Settinnc | Online Friende (0)
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