
Step Day / Time
Time Window 

Duration

Ship Position

(ID)
Demonstration Highlights

National  Agency 

Playing
Involved Assets Interface Data Injection Real or Simulated Data

Basic or 

Sensitive

Supposed BMM 

Node Playing 

Real BMM 

Primary Node 

Playing

Consumer Agency Common Service Request / Publication

n.a. Partners login, Operative Network, SBCMP Creation n.a. n.a. n.a. n.a. n.a. n.a. n.a.

PT GNR Track Injection portlet LRIT Track Fake Track PT PN PT PN ALL

PT GNR Federated Chat Notification Message Chat Message PT PN PT PN ALL Notification

PT GNR Event Injection portlet Illegal Trafficking Alert Notification on Illegal Event on identified ship PT PN PT PN ALL Data Augmentation 

PT GNR Federated Chat Notification Message Chat Message PT PN PT PN PT PJ Notification

PT GNR Track Injection portlet LRIT Track Fake Track PT PN PT PN ALL

T2 D01/T01H01 1 min
 13° 3'17.16"N  

69°29'51.66"W 075/14

PT PJ informs PT GNR and PT MP of the details of the 

situation
PT PJ Federated Chat Notification Message Chat Message PT PN PT PN PT GNR, PT MP Notification

T3 D01/T02H01 2 min
13° 6'12.82"N  

69°17'44.81"W 075/14
 PT (PN) request information services on MV GN PT PJ Web Portal n.a. n.a. PT PN PT PN ALL Data Augmentation Request

GR PN share detailed ship  info on MV GN GR CG Track Injection portlet Ship Info Historical Ship Info on identified ship GR SN PT PN PT PJ Data Augmentation Response

IT PN share detailed ship info on MV GN IT GdF (TBC) Track Injection portlet Ship Info Historical Ship Info on identified ship IT PN IT PN PT PJ Data Augmentation Response

SP PN share detailed ship info on MV GN SP GC / DAVA Track Injection portlet Ship Info Historical Ship Info on identified ship SP PN SP PN PT PJ Data Augmentation Response

FR PN share detailed ship info on MV GN FR TBD Track Injection portlet Ship Info Historical Ship Info on identified ship FR PN FR PN PT PJ Data Augmentation Response

T5 D02/T14H01 2 min
 14°46'57.62"N  

61°59'11.48"W 075/14
PT PN request to GR location of MV GN PT PJ Federated Chat Notification Message Chat Message: ship position request PT PN PT PN GR CG Notification

T6 D03/T02H01 2 min
 15°54'35.25"N  

59°47'25.61"W 050/14

GR using  locates MV GN through LRIT, sends it to PT and 

PT inserts it into SCBMP
GR CG Federated Chat Notification Message Chat Message: MV GN LRIT 6 hr periodic reports GR SN PT PN PT PN Notification

T7 D06/T02H01 2 min
 23°40'15.24"N  

46°38'26.84"W 075/14

PT PJ informs that LRIT information is missing and MV GN is 

lost on the SBCMP
PT PJ Federated Chat Notification Message Chat Message: ship position request PT PN PT PN ALL Notification

T8 D06/T08H01 2 min

24°16'6.70"N  

45°29'2.36"W

075/14

PT (PN) request FR (PN) Wide Area Suspect vessel 

Detection Service (S-AIS)
PT PJ Web Portal n.a. n.a. PT PN PT PN FR CNES

WideAreaSuspectVesselDetection 

(S-AIS) Request

T9 D07/T20H01 2 min
 27°39'30.50"N  

38°18'25.42"W 075/14
FR (PN) provide S-AIS tracks FR CNES CNES back end interface S-AIS tracks AIS  data (in proximity of the expected MV GN position) FR PN FR PN ALL

WideAreaSuspectVesselDetection 

(S-AIS) Response

T10 D09/T12H26 2 min
30°59'41.94"N  

29°43'32.37"W 075/14

PT notifies that MV GN is lost on the SBCMP start of 

operation to intercept MV GN
PT GNR/MP/PJ ?? Federated Chat Notification Message Chat Message: Start of intercept operation PT PN PT PN ALL Notification

D09/T14H26 2 min
 31° 8'42.16"N  

29°17'12.74"W 075/14
MV GN changes its AIS basic data

PT GNR/MP/PJ ?? Track Data Injection portlet Air patrolling Track MV GN simulated air patrolling track (AIS tracks and MV GN visual track) PT PN PT PN ALL

PT GNR/MP/PJ ?? Federated Chat Notification Message Chat Message: MV GN AIS data are not significant PT PN PT PN ALL

PT GNR/MP/PJ ?? Federated Chat Image Ship picture PT PN PT PN ALL Data Augmentation Response

GR CG (Drugs Directorate) sends an alert on MV GN GR CG Data Injection portlet Illegal Trafficking Alert Notification on Illegal Event on identified ship GR SN PT PN ALL

GR CG sends notification to customs and police forces to 

not interfere on MV GN
GR CG Federated Chat Notification Message Chat Message: not interfere on MV GN GR SN PT PN Police Community

T13 D11/T21H26 2 min
 34°38'43.76"N  

16°41'37.71"W 075/14

PT PN notifies that intercept operation on MV GN is 

cancelled
PT GNR/MP/PJ ?? Federated Chat Notification Message Chat Message: Stop of intercept operation PT PN PT PN ALL Notification

T15 D12/T11H26 2 min

MV GN 35°16'30.11"N  

13°18'51.90"W

TRAWLER 1

36°23'4.44"N   

9°45'16.35"W 230/08

PT PN detects MV GN via AIS PT GNR/MP/PJ ?? Data Injection portlet AIS tracks

AIS data 

Simulated MV GN AIS data

Simulated Trawler 1 VMS data

PT PN PT PN ALL

T16 D12/T21H26 4 min

MV GN & TRAWLER 1

35°39'14.16"N  

10°53'32.05"W 000/00

MV GN and T1 stops at rendez vous point and transfer 

drugs

PT PN sends an alarm to BMM community

PT GNR/MP/PJ ?? Data Injection portlet Illegal Trafficking Alert Notification on Illegal Event on identified ship PT PN PT PN ALL

T17 D12/T22H26 2 min

MV GN & TRAWLER 1

35°39'14.16"N  

10°53'32.05"W 000/00

MV GN & T1 re-start their journey

PT notifies that T1 movements are under analysis
PT GNR/MP/PJ ?? Federated Chat Notification Message Chat Message: Start of trawler 1 movement control PT PN PT PN ALL Notification

D13/T02H56 2 min

MV GN

 35°46'53.33"N   

9°54'41.45"W 080/14

TRAWLER 1

35°56'26.65"N  

10°27'0.32"W 050/08

MV GN changes its AIS basic data

T18 D13/T12H26 2  min

MV GN

 35°53'46.84"N   

7°27'50.08"W 080/14

TRAWLER 1

36°39'21.64"N   

9°18'48.34"W 050/08

Handover between PT and SP for tracking the MV GN PT GNR/MP/PJ ?? Federated Chat Notification Message Chat Message PT PN PT PN SP GC Notification

PT airplane locates MV GN and takes pictures

MAOC N informs PT on MV Good Nose heading for the 

Mediterranean to unload her cocaine cargo. MAOC N 

suggests PT to use BMM network to track, identify MV 

Good Nose (GN) and to help law enforcement authorities to 

interdict the vessel once enough evidence is gathered

T4 D02/T02H01 2 min
 13° 6'12.82"N  

69°17'44.81"W 075/14

D01/T00H01 2 min
13° 0'24.86"N  

69°41'59.60"W  075/14 
T1

T11

D12/T01H26T14

D09/T16H26 2 min

SCENARIO INJECTION

Port of Barrio Norte (Col)

11°15'3.10"N     

74°13'6.56"W  260/14

MV Good Nose (GN)departs from the Porto of Barrio Norte 

(Col) with 4.2 Tons of Cocaine, diguised in the middle of a 

bulk cargo of 25.000 Tons of Sugar

T0 D0/T0 1 min

31° 8'42.16"N  

29°17'12.74"W 075/14

31°30'50.49"N  

28°11'2.57"W 075/14

T12 D11/T19H26 2 min
 34°32'25.72"N  

17°10'4.90"W 075/14

PT GNR/MP/PJ ?? VMS back-end system interface VMS tracks2 min
VMS Data 

Simulated Trawler 1 VMS data
PT PN PT PN ALL

MV GN

 34°50'33.73"N   

15°44'13.07"W 075/14

TRAWLER 1

 LAGOS

37° 6'24.85"N   

8°40'16.96"W 230/08

PT PN injects VMS data, including Trawler 1



T19 D13/T18H26 2 min

MV GN

 35°55'30.42"N   

5°55'33.65"W 080/14

TRAWLER 1

37° 6'24.85"N   

8°40'16.96"W

T1 return on its home port

PT notifies that T1 movements are under analysis
PT GNR/MP/PJ ?? Federated Chat Notification Message Chat Message: Start of trawler 1 movement control PT PN PT PN ALL Notification

T20 D13/T19H26 2 min
 35°56'31.38"N   

5°40'36.73"W 080/14

SP GC (SIVE) detects and correlates MV GN radar with AIS 

data
SP Guardia Civil Data Injection portlet track Simulated MV GN track SP PN SP PN ALL

T21 D14/T05H14 2 min

MV GN

 36° 3'59.97"N   

3°14'39.90"W 085/14

TRAWLER 2

36°49'57.57"N  

2°29'6.39"W

Trawler 2 departs from Almeria port. SP GC SIVE detects it SP Guardia Civil Data Injection portlet track
Simulated Trawler 2 track

Simmulated MV GN track
SP PN SP PN ALL

T22 D14/T06H14 2 min

MV GN

 36° 4'28.98"N   

2°59'40.45"W 085/14

SP (DAVA) notifies that an MPA is departing from Almeria to 

perform visual tracking of MV GN
SP DAVA Federated Chat Notification Message Chat Message: Start of MV GN visual tracking SP PN SP PN ALL

D14/T08H14 2 min

MV GN and T2 stops at rendez vous point and transfer 

drugs

SP Guardia Civil sends an alarm to BMM community

SP Guardia Civil Event Injection portlet Illegal Trafficking Alert Notification on Illegal Event on identified ship SP PN SP PN ALL

SP (DAVA) MPA locates MV GN, visually idnetifies Trawler 2 

and take picture of drug transfer
SP DAVA Visual Track Data Injection portlet Visual Track Data Injection Simulated Trawler 2 visual track SP PN SP PN ALL

MV GN & T2 re-start their journey

SP Guardia Civil notifies that MV GN and T2 are moving 

ahead, and that T2 is under control of SP DAVA

SP Guardia Civil Federated Chat Notification Message Chat Message: MV GN and T2 are moving ahead SP PN SP PN ALL

T24 D14/T10H34 2 min
 36°12'8.56"N   

2° 0'57.53"W 050/14

SP (DAVA) MPA returns to home base and transfer data 

collected during visual tracking operation
SP DAVA Federated Chat Notification Message

Ship Image

Visual tracking operation report
SP PN SP PN ALL

T25 D14/T13H41 2 min
36°22'36.13"N   

1°15'38.12"W 050/14

MV GN radar track is lost by SIVE. SP GC notifies to BMM 

that MV GN is out of radar coverage
SP Guardia Civil Federated Chat Notification Message Chat Message: MV GN out of radar coverage SP PN SP PN ALL

T26 D14/T18H41 2 min

Trawler 2

 36°49'57.57"N  

2°29'6.39"W

T2 arrives to Almeria port, SP Guardia Civil notifies that a 

movement control operations on its crew and cargo is 

ongoing 

SP Guardia Civil Federated Chat Notification Message Chat Message: Trawler 2 under control SP PN SP PN ALL

T23

MV GN & TRAWLER2

 36° 5'29.51"N   

2°29'50.70"W 085/14

D14/T08H20 2 min


